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POLICY STATEMENT

The purpose of this policy is to ensure all Department of Child Safety (DCS) emails
containing confidential information are properly secured in transit using encryption.
APPLICABILITY

This policy applies to all DCS information systems, processes, operations, and personnel
to include all employees, contractors, interns, volunteers, external partners and their
respective programs and operations.

AUTHORITY

HIPAA Administrative Simplification, Security and Privacy, 45 CFR Part 164, March
2013.

IRS Publication 1075, Tax Information Security Guidelines for Federal, State and Local
Agencies, Revision 9-2016.

NIST 800-53 Rev. 5, Security and Privacy Controls for Information Systems
and Organizations, September 2020.

DEFINITIONS

Department or DCS: The Arizona Department of Child Safety.


https://www.hhs.gov/sites/default/files/hipaa-simplification-201303.pdf
https://www.hhs.gov/sites/default/files/hipaa-simplification-201303.pdf
https://www.irs.gov/pub/irs-utl/p1075.pdf
https://www.irs.gov/pub/irs-utl/p1075.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

V. POLICY

A. All electronic mail (email) transmissions (send, reply, forward) containing DCS
confidential information that is transmitted outside of DCS information systems
must be encrypted regardless of the recipient.

B.

If the specific categorization of information is unknown, then the information and
the email shall be treated as “Confidential” and encrypted when transmitted.
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